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CUUMS 



[Claim(s)] 

[Claim 1] Two or more logic storage which connects with 1 or two or more computers, and said 
computer makes an I/O object In the storage subsystem which has a means to process the active 
data copy directions by said logic store through said calculating machine The storage subsystem 
characterized by having a means to judge access propriety to the copy data based on the directions 
from said calculating machine in the case of the active data copy processing by said logic store by 
the directions from said calculating machine, 

[Claim 2] Two or more logic storage which connects with 1 or two or more computers, and said 
computer makes an I/O object In the storage subsystem equipped with the port with the fiber 
channel interface which receives I/O from said calculating machine, and a processing means to 
control said logic store based on said I/O A maintenance means to hold the access propriety table 
which associated a discernment means to identify the port of said computer or a computer, and the 
specific storage region in said logic storage, and defined the access propriety to said storage region 
from said computer, The association table which associated the address identifier which identifies 
the port which transmits said discernment means and frame in the communication link demand to a 
storage subsystem from said calculating machine, A decision means to deduce said discernment 
means from this association table and said address identifier, and to judge access propriety of said 
computer from this discernment means and said access propriety table, In the case of active data 
copy processing of said logic store by directions of said calculating machine The storage subsystem 
characterized by judging the propriety of access by said calculating machine from said discernment 
means and said access propriety table using said decision means to the copy data of said 
calculating machine, and controlling said data copy processing. 
[Claim 3] The memory control unit characterized by to have a means judge access propriety to the 
copy data based on the directions from said computer in the case of the active data copy 
processing by said logic store by the directions from said computer in two or more logic stores 
which a computer makes an I/O object a means process the active data copy directions by said 
logic store through said computer, and the memory control unit which it has. 
[Claim 4] The port in which a computer has two or more logic stores made into an I/O object and 
the fiber channel interface which receives I/O from said computer, In the memory control unit 
equipped with a processing means to control said logic storage based on said I/OA maintenance 
means to hold the access propriety table which associated a discernment means to identify the port 
of said computer or a computer, and the specific storage region in said logic storage, and defined 
the access propriety to said storage region from said computer, The association table which 
associated the address identifier which identifies the port which transmits said discernment means 
and frame in the communication link demand to a memory control unit from said computer, A 
decision means to deduce said discernment means from this association table and said address 
identifier, and to judge access propriety of said computer from this discernment means and said 
access propriety table, In the case of active data copy processing of said logic store by directions 
of said calculating machine The memory control unit characterized by judging the propriety of 
access by said calculating machine from said discernment means and said access propriety table 
using said decision means to the copy data of said calculating machine, and controlling said data 
copy processing. 



[Claim 5] The data copy approach characterized by judging access propriety to the copy data based 
on the directions from said calculating machine through said calculating machine in the data copy 
approach by the logic store of processing an active data copy, in the case of the active data copy 
processing by the logic store through a calculating machine, 
[Claim 6] the data copy approach which characterizes by to perform the check of a copied material 
logic store and a copy place logic store which is alike, respectively, receives and judges the 
propriety of an access control in case the active copy directive command which checks the access 
propriety to said logic store from a calculating machine through a calculating machine with the 
correspondence relation between WWN of a calculating machine and a logical device identifier LUN 
in the data copy approach by the logic store of processing an active data copy, and is published 
from a calculating machine processes, 

[Claim 7] The data copy approach characterized by judging access propriety to the copy data based 
on the directions from said calculating machine through said calculating machine in the case of the 
active data copy processing by said logical unit in the data copy approach of performing active 
copy-oHata processing by the logical unit through a calculating machine, 
[Claim 6] The data copy approach characterized by to judge the access propriety to each of a 
copied material logical unit and a copy place logical unit in case the active data copy directive 
command which checks the access propriety to said logical unit with the correspondence relation 
between WWN of a calculating machine and LUN of a logical unit from said calculating machine, and 
is published from said calculating machine in the data copy approach of performing active copyof- 
data processing by the logical unit through a calculating machine is processed. 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] A storage subsystem, a memory control unit, and the data copy approach 
are started, and this invention is ANSI especially. It is related with the storage subsystem, memory 
control unit, and the data copy approach of having the fiber channel protocol standardized by X3T1 1 
as an interface with high order equipment 
[0002] 

[Description of the Prior Art] ANSI The fiber channel protocol standardized by X3T1 1 can connect 
much equipments, and it also has the property in which reservation of security becomes difficult in 
connection with it about the protocol of varieties, such as SCSI, ESCON (trademark), and TCP/IP, 
although it has the advantage which can be applied to coincidence. 
[0003] First the description of a fiber channel is explained. A fiber channel is a protocol with the 
serial transmittal mode without an original commands set and in order to send information to 
asynchronous, it has the special feature which can use the bandwidth of a transmission medium 
effectively. And the fiber channel makes possible more a high speed and variegated data transfer, 
inheriting the conventional software property by using the physical transmittal mode for instead of 
[ without an original commands set ] as a haulageway of commands sets, such as the conventional 
SCSI and ESCON (trademark), 

[0004] A fiber channel is an interface having the description of both channel and network. That is, a 
fiber channel can perform high-speed data transfer with little delay, once the source and the 
destination are decided. This is the description of a channel. Moreover, by participating in the 
communication system of a fiber channel by the opportunity of arbitration, and exchanging 
information for the device of the partner who becomes the communicative purpose, and mutual, the 
device which wishes to communicate can recognize each other and can start a communication link. 
This is the network description. The procedure of information interchange with a partner's device 
explained here is especially called a log in. 

[0005] The part which hits a node, a call, and an actual interface in a device with the interface of a 
fiber channel is called a port A node can have one or more ports. The number of the ports which 
can participate in the whole system of a fiber channel at coincidence is the number of the 24-bit 
addresses, i.e., about 16,770,000 pieces, at the maximum. The hardware which carries this 
connection is called a fabric, Since a transmitting agency and the port of a transmission place 
should just operate only in consideration of the information about a mutual port without being 
conscious of a fabric, they argue about a fabric as a logical medium in many cases. 
[0006] The unique identifier is memorized all over the world assigned by the fixed Ruhr from a 
standardization organization in each node and a port This identifier is equivalent to the MAC 
Address of TCP/IP, it is the address [****/ in hardware ], and calls this address WWN (WORLD 
WIDE NAME), and has 8 bytes of field 

[0007] The communication link of a fiber channel is Ordered Set It is performed by the information 
on the signal level called, and information with a format of the immobilization called a frame, 
[0008] A frame consists of 4 bytes of identifier called EOF (EndOf Frame) which shows the end of 4 
bytes of identifier called SOF (Start Of Frame) which shows the beginning of a frame, 24 bytes of 
frame header which performs control of link motion, and characterization of a frame, the data field 



which is a part for data division used as the purpose actually transmitted, 4 bytes of cyclic 
redundancy code (CRC), and a frame. A data field is adjustable in 0-21 12 bytes. 
[0009] SJD which is 3 bytes of address identifier for a frame header to identify a transmitting 
agency port to DJD and the word [ 1st ] field [ 23 - 0-bit ] which are 3 bytes of address identifier 
for identifying the transmission place port of a frame to the word [ 0th ] field [ 23-0-bit 3 is 
described, and these identifiers have an effective value with all the frames transmitted and received. 

[0010] Address identifier S ID which identifies a transmitting agency port to a field is a value 
changed dynamically, and is a value reported from high order equipment and it depends on the node 
of the transmitting origin of a frame, WWN of a port etc. for the value which the fabric is to assign 
at the time of initialization procedure, and is assigned in FC CH. 
[001 1] 8 bytes of field from the head of the data field following a frame header to 21 st byte - the 
28th byte stores WWN of the port of a transmitting agency, and the frame transmitted from a 
transmitting agency at the time of a log in stores WWN of the node of transmitting [ 8 bytes of field 
from a head to 29th byte - the 36th byte ] origin. The equipment of the demand place which 
received the frame concerned transmits the frame called LS.RJT to log in demand origin, when 
transmitting the ACC frame to log in demand origin when taking out the information included in this 
frame and accepting a log in, and refusing a log in. 

[0012] If the response of the ACC frame to the frame which oneself transmitted is received, log in 
demand origin gets to know that the log in was successful, and will be in the condition that I/O 
processes, such as data transfer, can be started, Moreover, since a log in was not materialized 
when LS.RJT was received, log in demand origin becomes improper [ the I/O process to a log in 
demand place ]. 

[0013] Although the above-mentioned explained the log in of a class 3, also in other log ins, it is 
same that WWN and SJD of a port and a node are contained in the information which can be passed 
to a log in demand place from log in demand origin. 

[0014] As a conventional technique about the approach of preventing unlawful access to a storage 
subsystem, the technique indicated by JPJ0-333839A JP.2000-276406A etc. is known. 
[001 5] The approach using the fiber channel protocol as an approach of preventing unlawful access 
to a storage subsystem is indicated by JP.10-333839A This approach is related with WWN 
(WORLD WIDE NAME) which identifies statically the fiber channel interface (it is called a port) of 
high order equipments, such as a host computer linked to a storage subsystem, uniquely. Before 
starting said high order equipment beforehand, WWN of high order equipments, such as said host 
computer, is made to memorize in a storage subsystem. And the particular port in WWN and a 
storage subsystem concerned (WWN), Or the table which associates N.Port.Name and the storage 
region of the arbitration inside a storage subsystem is held. The interior of the frame information 
published in case the high order equipment concerned accesses a storage subsystem is judged in 
detail for every frame in a storage subsystem after high order equipment starting, the case where 
permit access when N.Port.Name stored in the frame exists in a table, and it does not exist - 
LS.RJT ** - by sending out the frame of the connection refusal to say to a high order Access 
from high order equipment with N.Port.Name which does not exist in said table is refused. 
[0016] moreover, to JP,2000-276406,A In above-mentioned JP,10"333839A since it is necessary 
to judge connection propriety for every frame, the communication link engine performance is 
restricted sharply, Since high order equipment is required to store WWN in all the frames sent out 
from grade equipment a top when the object of access propriety is the subregion in not a port but a 
storage subsystem, The technique which solves the technical problem that it is difficult to apply to 
an actual product from forcing a high order equipment side mounting of the specification outside the 
standard fiber channel protocol range is indicated. 

[0017] WWN which is a discernment means to identify statically uniquely the port of high order 
equipments, such as a host computer with which this technique accesses a storage subsystem, or 
high order equipment Or the table which matched the node name (WWN) of high order equipment 
and each storage region which is the object of the access propriety judging in a storage subsystem 
is held in a storage subsystem, furthermore, in case high order equipment communicates with a 
storage subsystem with WWN of a port or a node using a fiber channel interface, as a means to 
identify the port of high order equipment or high order equipment uniquely The table which 
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associated SJD which is the information dynamically assigned by the login process before 
informational transmission and reception is held in a storage subsystem. The information acquisition 
demand to the storage region in a storage subsystem from high order equipment by the opportunity 
performed using the Inquiry command The propriety of access to a storage region is judged by using 
SJD contained in a demand frame, and searching and comparing said table. 
[0018] On the other hand, high order equipment may perform setup/control of storage subsystems, 
such as a remote copy of a storage region, and a snap shot dump, using control command other 
than the usual read/write command. The standardization of SAN is performed in SNIA (Storage 
Networking Industry Association) which is the economic organization which consisted of vendors 
which treat a SAN (Storage Area Network) product regardless of hardware, software, etc. At the 
backup subcommittee of SNIA, the standardization of SCSI EXTENDED COPY is performed as a 
SCSI escape protocol of a SAN application, and two or more vendors are due to use the common 
specifications standardized here. SCSI EXTENDED COPY is a common protocol for performing the 
communication link between the equipment which enables server loess backup which does not mind 
a host computer, in order to back up the data in storage in the host computer and storage which 
were connected with the fiber channel protocol by SAN etc. 
[0019] 

[Problem(s) to be Solved by the Invention] Drawing 1 is drawing showing the relation between a 
storage subsystem and a host computer, and explains the trouble of the conventional technique 
using this drawing. 

[0020] In drawing 1 , the host computer connected to the storage subsystem 1100 and the storage 
subsystem 1 100 is considered. Here, the host computers connected to the storage subsystem 1 100 
shall be a host computer A1030, a host computer B1020, and the backup server C1010, and the 
backup server C1010 shall have the function to back up the data in the storage subsystem 1 100 to 
a tape unit 1210 using snap shot dump 1300 grade (1600). moreover, in the storage subsystem 1100 
It is supposed that there are logic storage device LU A1110, LU.B1120, and LU C1130. A host 
computer A1030, a host computer B1020, and the backup server C1010 By the check of Means 
WWN (World Wide Name) which identifies uniquely the port of the fiber channel of high order 
equipments, such as a host computer explained in the column of the conventional technique <A 
HREF=''Aoki» 

<6///&N0001=522&N0552=9&N0553=000003' / TARGET^itemdrw") drawing 1 As shown in (a), it 
shall be set up so that each of the calculating machine which is high order equipment cannot 
access logic storage device LU.A1 1 10 in the storage subsystem 1 100, LU.B1 120, and LU.C1 130 
(access permission 1400). Moreover, LU_C1130 shall be the volume for taking the replication (static 
image) at the time of there being LUA1 110. 

[0021] In the above-mentioned, now, host computer A performs an I/O process between LU_A, host 
computer B performs an I/O process between LU_B, and the backup server C presupposes that it is 
backing up by making the data in LU.C applicable to backup along with the schedule which the user 
set up. In this case, when access is tried from a host computer B1020 to logical device LU A in the 
storage subsystem 1100 concerned, or LU C, WWN of a host computer B1020 is checked and 
access (log in) has come to be unable to do a host computer B1020 to said logical device LU A1110 
or LU.C1130 in the storage subsystem 1100 in the case of the conventional technique (1500). 
[0022] However, as shown in drawing 1 (b), host computer B is said SCSIEXTENDED here. A COPY 
command is used. Said SCSI EXTENDED A COPY command is published to accessible LU.B1120. 
The storage subsystem exterior where the contents of the command can access the high order 
equipment concerned from logical device LU C1 130 which host computer B which published the 
command concerned originally cannot access, For example, when it is a copy to tape unit 1220 
grade, a check is not given to the outflow of storingHn said logical device LU A1 1 10 or LU C1 1 30 
data. Consequently, uqjust access to the data in the storage region which originally cannot be 
accessed is attained. 

[0023] As mentioned above, the conventional technique has the trouble that urjust access to the 
data in the storage region which originally cannot be accessed is attained. 
[0024] The purpose of this invention solves the trouble of the conventional technique mentioned 
above, and is SCSI EXTENDED. It is in offering the storage subsystem which can prevent an unjust 
data copy, a memory control unit and the data copy approach by realizing the security check in the 



WWN level in copied material volume, and restricting alternatively access to the storage region in a 
storage subsystem and a storage subsystem from two or more high order equipments to the data 
copy from the storage subsystem by control command, such as a COPY command. 
[0025] 

[Means for Solving the Problem] Two or more logic storage which said purpose is connected to 1 or 
two or more computers according to this invention, and said computer makes an I/O object In the 
storage subsystem equipped with the port with the fiber channel interface which receives I/O from 
said calculating machine, and a processing means to control said logic store based on said I/O A 
maintenance means to hold the access propriety table which associated a discernment means to 
identify the port of said computer or a computer, and the specific storage region in said logic 
storage, and defined the access propriety to said storage region from said computer, The 
association table which associated the address identifier which identifies the port which transmits 
said discernment means and frame in the communication link demand to a storage subsystem from 
said calculating machine, A decision means to deduce said discernment means from this association 
table and said address identifier, and to judge access propriety of said computer from this 
discernment means and said access propriety table, In the case of active data copy processing of 
said logic store by directions of said calculating machine The propriety of access by said calculating 
machine is judged from said discernment means and said access propriety table using said decision 
means to the copy data of said calculating machine, and it is attained by controlling said data copy 
processing. 
[0026] 

[Embodiment of the Invention] Hereafter, a drawing explains the operation gestalt of the tray 
JISABU system by this invention, a memory control unit and the data copy approach to a detail. In 
addition, this invention is not limited by the operation gestalt 
[0027] Drawing 2 is the block diagram showing the configuration of the computer system using the 
storage subsystem by 1 operation gestalt of this invention. In drawing 2 a host computer and 2002 
2000 and 2001 A backup server, A storage subsystem and 2200 2100 A storage subsystem control 
section (memory control unit), A read/write processing means, and 2211 and 2212 2210 The 
information corresponding to logic/physics, 2213 the SCSI command-processing section and 2220 
for the command-processing section and 2214 A LUN security access-control means, LUN-WWN 
access propriety information and 2222 2221 The information corresponding to WWN-SJD, 2230 is 
EXTENDED COPY. A processing means and 2231 are EXTENDED COPY. Access-control means, 
2240 ~ the external device communications processing section and 2300 - physical memory 
equipment and 2401- for a logical device and 2500, as for an I/O network and 2610, a network and 
2600 are [ 2412 and 2420 / an I/O bus and 2700 ] setting terminals. 
[0028] The computer system shown in drawing 2 is constituted by host computers 2000 and 2001, 
the backup server 2002, the storage subsystem 2100, and the setting terminal 2700, and host 
computers 2000 and 2001, the backup server 2002 and the storage subsystem 2100, and the 
control terminal 2700 are connected by the network 2500. As a network 2500, you may be Ethernet 
(trademark), FDD), a fiber channel, a public line network, etc., and a control terminal is usually used 
for the maintenance control working-level month of a storage subsystem, for example. 
[0029] Moreover, it connects with the storage subsystem 2100 through the I/O network 2600 and 
I/O bus 2610, and host computers 2000 and 2001 and the backup server 2002 emit the lead of data, 
and I/O for light processing to the storage subsystem 2100. In case host computers 2000 and 2001 
and the backup server 2002 publish I/O, they are usually accessed through the address of a logical 
storage region to the data in the storage subsystem 2100. As the I/O network 2600 and I/O bus 
2610, many means, such as a fiber channel, SCSI, ESCON (trademark), Ethernet (trademark), and 
Infiniband (trademark), can be used, for example. 

[0030] The external communications processing section 2240 of the storage subsystem 2100 is 
performed, when communications processing with external devices, such as a host a backup server, 
and a setting terminal, is combined with communication link transmission lines, such as a fiber 
channel, SCSI ESCON (trademark), and Ethernet (trademark), a protocol, etc. and a suitable 
interface offers it 

[0031] In addition, two and a backup server do not need to be limited for a host computer as 
showed equipment connectable with the illustration storage subsystem 2100 in drawing to one etc., 
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and at least one or more calculating machines may usually be connected to one or more storage 
subsystems. 

[0032] By the way, as for this invention, a certain device which received the command from a host 
computer aims at establishing a security device in storage equipment about performing a copy etc, 
to other devices which are different from this from other devices again through the host computer. 
[0033] It is SCSI EXTENDED COPY Command as what is supporting current and such a command. 
Since it is, explanation of the operation gestalt of subsequent this inventions is continued by making 
this command into an example. Moreover, the I/O bus which connects a host computer and a 
storage subsystem shall perform communications control in connection with transmission and 
reception of a SCSI command, and continues explanation of the operation gestalt of this invention 
by making a fiber channel into an example as one of them here. 
[0034] Now, the storage subsystem 2100 consists of a storage subsystem control section 2200 and 
two or more physical memory equipments 2300. usually, the host computer which packs two or 
more physical memory equipments, constitutes a disk array in order that a mass storage subsystem 
may maintain the safety and the dependability of a system, builds a logical storage region on it, and 
is connected to a storage subsystem ~ receiving - other logical devices - logical device 2401- it 
provides as 241 2 and 2420. 

[0035] The storage subsystem control section 2200 receives physical memory equipment 2300. The 
information 221 1 corresponding to a logic storage region / physical memory field is referred to for 
the read/write processing demand from a host computer. Carry out logic / physical correspondence 
with the means 2212 corresponding to logic/physics, and the read/write means 2210 performs 
read/write processing to a suitable storage region, and also The demand from various host 
computers is processed, or it is processing offering information required for 
maintenance/management of storage subsystems, such as the operation information and fault 
information of a storage subsystem, and management information, to the setting terminal 2700 or a 
host computer etc. 

[0036] Moreover, the storage subsystem control section 2200 It connects with the storage 
subsystem 2100. The correspondence relation information 2221 and the host computer of access 
propriety of LUN which are the identifier of 2412 and 2420 mind a fiber channel, logical device 
2400- in coming WWN of a host computer, and the storage subsystem 2100 - the correspondence 
relation information 2222 on SJD in the liber channel frame transmitted in case it connects, and 
WWN of a host computer - and Based on the correspondence relation information 2221 on the 
access propriety of said LUN, SJD, and the correspondence relation information 2222 on WWN of a 
host computer, it has a LUN security access-control means 2220 to perform a LUN access control. 

[0037] Furthermore, the storage subsystem control section 2200 is SCSI EXTENDED COPY 
Command to a specific logical device. EXTENDED COPY Command which interprets the command 
when it receives, and performs suitable processing The processing means 2230 and its 
EXTENDEDCOPY Command EXTENDED COPY which prevents the outflow of inaccurate data It 
has the access-control means 2231. In addition, even if it has the storage region mapped by the 
physical storage region, it is not necessary to have the logical device. Moreover, there may be more 
than one in a storage subsystem in itself [ storage subsystem control-section ]. 
[0038] Moreover, although it also holds information [ such as configuration information in a storage 
subsystem, ] required in order to process respectively as a system, such as access operation 
information over a logic store or a cache, a parity group's configuration information, and its RAID 
level information, since the storage subsystem control section 2200 is not important in explanation 
of the operation gestalt of this invention, it omits those explanation here. In addition, in order to 
carry out processing which comes out, respectively to a host computer, a backup server, said 
above-mentioned storage subsystem control section, and an above-mentioned setting terminal, the 
component which surely exists in computers, such as memory for storing a program and information, 
CPU, and an internal data communication way, also exists in them, respectively, but in explanation 
of the operation gestalt of this invention, since it is not important those explanation is omitted 
here. 

[0039] Next drawing indicated by Information technology-SCSI Primary Command -3 (SPC3) 
currently indicated as a draft of a SCSI commands set by tlO Technical Committee is used, and it 



is SCSI EXTENDED. About a format of a COPY command, the copy from a block device to a 
streams device etc. is explained as an example. 

[0040] Drawing 3 is EXTENDED COPY Command. It is drawing explaining the configuration of 
Command Descriptor Block (CDB). 

[0041] EXTENDED COPY Command The process code 3100 which CDB consists of 16 bytes and is 
indicated by the cutting tool 0 is 83h (it is shown that h is a hexadecimal display). A cutting tool 14 
is a reserve field with a cutting tool 1 to the cutting tool 9, and it is EXTENDED COPY Command 
even to the cutting tool 1 3 from a cutting tool 10. Die-length PARAMETER UST LENGTH 3200 of a 
parameter list is indicated. 

[0042] EXTENDED COPY Command A parameter required for activation is indicated and 
transmitted to a data out buffer from a host computer to a storage subsystem besides assignment 
by CDB in the data out phase which transmits the data specified from the initiator in SCSI by the 
command to the target following CDB. 

[0043] In addition, when the value of above-mentioned PARAMETER LIST LENGTH 3200 is 0, it is 
shown that no data were transmitted and it is not an error. 
[0044] Drawing 4 is drawing explaining the configuration of EXTENDED COPY Command 
PARAMETER List drawing 3 explained this list - as - the process code of CDB - 83h - it is - 
EXTENDEDCOPY Command it is ~ ** - EXTENDED COPY Command indicated in the data out 
buffer when distinguished It is a format of a command parameter list required for activation, and 
PARAMETER UST LENGTH 3200 shown in drawing 3 shows the die length of this parameter list 
with a byte value. 

[0045] EXTENDED COPY Command A parameter list consists of the header unit 4700 which 
consists of 16 bytes, a target descriptor 4500 which continues after that a segment descriptor 
4600, and in-line data as an option. A header unit 4700 consists of each data of LIST 
IDENTIFER4100, STR, NRCR, a command priority, the die length 4200 of a target descriptor list the 
die length 4300 of a segment descriptor list and the die length 4400 of in-line data. 
[0046] A cutting tool's 0 UST IDENTIFER4100 is SCSI EXTENDED COPY Command by client 
application. It is the value chosen in order to decide uniquely to a copy manager. 7 which looks like 
[ a cutting tool 1 ] and can be set and the 6 or 3rd bit are reserve, and PRIORITY is written in 
NRCR and the 2-0th bit at the 5th bit at STR and the 4th bit 
[0047] The die length of the target descriptor 4500 which is the target descriptor length 4200 and is 
indicated from a cutting tool 16 is indicated by cutting tools 2 and 3, it is reserve, cutting tools 8-1 1 
are segment descriptor length (4300), and cutting tools 4-7 have indicated a segment descriptor's 
4600 die length indicated from a cutting tool n+1. In addition, n is the byte count of the last the 
target descriptor in this parameter list is indicated to be. 

[0048] Drawing 5 is drawing explaining the detail of the contents of the target descriptor 4500 from 
the cutting tool 16 in the command parameter list shown in drawing 4 to a cutting tool n. It is 
described by 32 bytes per one and this target descriptor is EXTENDED COPY Command. The data 
about a copied material or a copy place are described. 
[0049] The descriptor type code 5100 is described by the cutting tool 0 of an illustration target 
descriptor, and it is Fiber Channel World Wide Name. In the case of a target descriptor, the code is 
E0h. The device type 5200 is described by the cutting tool 1, Moreover, Logical Unit NumbeKLUN) 
5300 of a target is described even from a cutting tool 4 to a cutting tool 1 1, and World Wide Name 
(WWN) 5400 of a target is described by even cutting tools 12-19. Furthermore, a cutting tool 28 to 
the cutting tool 31 is Dvice Type Specific Parameter 5500, and the parameter of the device type 
proper of a target is described. 

[0050] Drawing 6 is drawing explaining an example of the detailed contents of the parameter 5500 of 

the device proper described by the cutting tool 31 from the cutting tool 28 of the target descriptor 

shown in drawing 5 , and is a format in case the device type specified by a cutting tool's 1 bit 4-0 is 

a block device (for example, disk) in a target descriptor. 

[0051] Drawing 7 is drawing explaining other examples of the detailed contents of the parameter 

5500 of the device proper described by the cutting tool 31 from the cutting tool 28 of the target 

descriptor shown in drawings , and is a format when the device type specified by a cutting tool's 1 

bit 4-0 is a sequential access device (for example, tape) in a target descriptor. 

[0052] Drawing 8 is drawing explaining the example of the one detailed contents of the segment 
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descriptor 4600 described by cutting tool n+m from the cutting tool n+1 in the command parameter 
list shown in drawing 4 , In addition, m is a data length the segment descriptor is indicated to be by 
the parameter list 

[0053] The cutting tool 0 of an illustration target descriptor is Discriptor Type Code8100, and if it is 
a copy from a block device to a sequential access device, or a copy from a sequential access 
device to a block device, which code of 00h, 01 h, OBh, and OCh will be described here, The 
remainder 8800 die length of the segment descriptor which continues after the descriptor length 
8200 is indicated and this descriptor length is indicated is described by cutting tools 2 and 3. In the 
copy to a tape device from the above-mentioned block device, the code described here is 14h. 
[0054] The source target descriptor index 8300 which becomes a copied material is described by 
cutting tools 4 and 5, and the destination target descriptor index 8400 of a copy place is described 
by cutting tools 6 and 7, These indexes correspond to drawing 4 with the index of the target 
descriptor 4500 in the command parameter list of a publication. Cutting tools 9-1 1 are the streams 
device transfer length 8500, and have specified the amount which writes data in a streams device. 
Moreover, cutting tools 14 and 15 are 8600 block device blocks, and correspond with DISK BLOCK 
LENGTH 6100 described in the format of the target descriptor of drawing 5 . BLOCK 
DEVICELOGICAL BLOCK ADDRESS (LBA)8700 described by cutting tools 1 6-23 is the logic block 
address of the beginning on Block Device. 

[0055] EXTENDED COPY Command shown in drawing 3 explained by the above-mentioned - 
drawing 8 The related format is indicated as a draft of a SCSI commands set in tlO Technical 
Committee. For this reason, the contents of the format mentioned above only illustrated that the 
information which can specify copied material copy places, such as WWN of a target and LUN, was 
included in the above-mentioned format in the above-mentioned although it may change from now 
on, and are EXTENDED COPY Command fundamentally. It is not influenced by modification of a 
detail part 

[0056] Next, EXTENDED COPY Command The access control to access to the inaccurate device 
to twist is explained. 

[0057] EXTENDED COPY Command mentioned above In the case of a fiber channel, it is dedicated 
to a fiber channel frame and transmitted to a storage subsystem from high order equipment Then, a 
fiber channel frame is explained first 

[0058] Drawing 9 is drawing explaining the configuration of the frame of a fiber channel. An 
illustration frame consists of 4 bytes of identifier called 4 bytes of identifier called SOF (start of 
frame)9000 which shows the beginning of a frame, 24 bytes of frame header 9100 which performs 
control of link motion, and characterization of a frame, the cyclic redundancy code (CRC) 9300 of 
9200 or 5 bytes of data field which is a part for the data division used as the purpose actually 
transmitted, and EOF (end of frame)9400 which shows the end of a frame. A data field is adjustable 
among 0-2112 bytes. 

[0059] Drawing 10 is drawing explaining the configuration of the frame header unit 9100 in the frame 
of the fiber channel mentioned above. 

[0060] The frame header unit 9100 is constituted by six WORD with each bit and the 23-0-bit field 
of DJD (Distination ID)10100 and WORD1 of the 23-0-bit field of WORD0 is SJD (Source 10)10200. 
SJD10200 is 3 bytes of address identifier for identifying the port which transmits this fiber channel 
frame, and D.ID10100 is 3 bytes of address identifier which identifies the port which receives this 
fiber channel frame. Both identifiers have an effective value with all the frames transmitted and 
received. SJD10200 is the information which can identify dynamically high order equipments (a host 
computer, backup server, etc.) uniquely, the device of the transmitting origin which sends a fiber 
channel frame in a fiber channel, and the device of a transmission place are the values reported to 
each other from high order equipment at the time of the log in which exchanges information 
mutually, and when establishing a logic session between devices, it is used. 
[0061] By using a fiber channel frame which was mentioned above, a host computer, a backup 
server, etc. become possible [ performing an I/O process through a storage subsystem and a fiber 
channel ]. 

[0062] Next in this invention, a fiber channel network is minded from high order equipment (a host 
computer and backup server), and it is SCSI EXTENDED. The example of the information table 
which the storage subsystem for receiving a fiber channel frame with a COPY command has is 



explained. 

[0063] Drawing 11 is drawing explaining the example of the table which performs matching with SJD 
in the fiber channel frame transmitted to a storage subsystem from high order equipment (for 
example, host computer), and WWN of the high order equipment corresponding to it 
[0064] An illustration table is created by acquiring WWN and SJD of a host computer (port of a host 
computer bus adapter) from a fiber channel frame etc. in case a host computer logs in to a storage 
subsystem through a fiber channel. 

[0065] The usual fiber channel communicates after a log in using SJD and DJD. Eye 11100 1 of the 
table shown in drawingJJ train is in SJD, and eye 11200 two trains is WWN of the host computer 
corresponding to it 

[0066] The storage subsystem which received the fiber channel frame can take out SJD in a fiber 
channel frame, and can acquire WWN corresponding to SJD which searched and matched eye 1 of 
an illustration table train. Thereby, WWN of a host computer which has transmitted the fiber channel 
frame can be specified. 

[0067] In addition, since log in processing of a fiber channel is not directly related to this invention, 
explanation here is omitted. 

[0068] That is, a host computer is EXTENDED COPY Command to the logical device of the storage 
subsystem after a fiber channel log in. When it transmits, the storage subsystem control section 
2200 which controls the logical device which receives the command is ** which can deduce WWN of 
a host computer which has transmitted the frame corresponding to the SJD with reference to the 
table which takes out SJD from a fiber channel frame header, and is shown in drawing 11 , 
[0069] Drawin g 12 is drawing explaining the example of the LUN-WWN access propriety information 
2221 shown in drawingj , and the example which showed the correspondence relation whether the 
host computer which has a certain WWN in LUN12000 associated for every port of the port 
(WWN:1234567890ABCDEF of a port) 12000 with WWN12100 and the storage subsystem of a host 
computer could access at which LUN is illustrated as a table. 
[0070] In the case of the operation gestalt of this invention currently explained, the table shown in 
drawing 12 is created for every port on a storage subsystem, and the plurality for several port 
minutes which exists in a storage subsystem exists. And creation of a table is performed from a 
storage subsystem and the equipment 2700 for maintenance which can be communicated, for 
example, a setting terminal, by directing using the display means for checking an input means and its 
input result 

[0071] Although it is common to be carried out as a setting means from the setting terminal for 
maintenance of the storage subsystem connected to the storage subsystem by LAN, the telephone 
line, or the internal bus, the location of the configurator which, as for this invention, sets them up, 
the class of those setting means and setting terminal, especially the class of network to be used, 
etc. are not asked. Moreover, WWN used here presupposes that it is known. 
[0072] If LAN is used and a setup from the location near a storage subsystem and the telephone 
line will be used according to the class of communication line, a maintenance center etc. can be set 
up from a remote place. Moreover, it is possible to also make the equipment for maintenance and a 
storage subsystem unify using an internal bus. 

[0073] LUN shows LU related with the port and only the number of the host computers which may 
access the number of WWN(s) to LU which exists in the port subordinate exists. The number of LU 
and host computers turns into a limited number. 

[0074] In each element of a table, with the operation gestalt of this invention, a value T will mean 
an access permission and a value "0" will mean access refusal. 
[0075] In the case of the example shown in drawing 12 , in the port, the host computer which has an 
access permission to LUN0 (12210) is a host computer in which WWN has "0123456789ABCDEF" 
and "01 23456789ABCDED", and the host computer which has an access permission to LUN1 
(12220) is a host computer in which WWN has "0123456789ABCDEE." Moreover, in the case of the 
example of illustration, the host computer with which access to LUNn-1 (12230) is permitted means 
not existing. 

[0076] Now, a host computer is EXTENDED COPY Command. If it publishes to the logical device of 
a storage subsystem, when a storage subsystem receives this command, WWN of a host computer 
and the identifier LUN of the logical device which is the transmission place of a command are 
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checked, and after evaluating whether it is accessible, a logical device will receive this command 
and will begin to analyze the contents of the command, the received command ~ EXTENDED 
COPY Command it is - a case - EXTENDED COPY The command receipt logical device serves 
as a copy manager, and the processing means 2230 is controlled to perform a copy of data to the 
logical device of a copy place from the logical device of the copy origin indicated in the command. 
[0077] Drawing 13 is a flow chart explaining the example of processing actuation of renewal of LUN 
- WWN access propriety information, next explains this. The table which matches SJD in the fiber 
channel frame with which the example explained here is transmitted to a storage subsystem from 
the high order equipment (for example, host computer) explained by drawing 11 , and WWN of the 
high order equipment corresponding to it In the example of the LUN-WWN access propriety 
information 2221 on drawing 2 which looked like [ drawing 12 ] and was explained more In LUN with 
WWN of a host computer, and a storage subsystem associated for every port It is an example of the 
procedure of the storage subsystem control section about a setup with the table having shown the 
correspondence relation of to which LUN a host computer with a certain WWN is made as for 
accesses (port log in etc). In addition, the case where a logical device is newly in addition to the 
logical device set up beforehand set up is mentioned as an example, and is explained here. 
[0078] (1) first - for example, a host computer and a backup server are the copy place applications 
to a remote place etc., and newly specified the logical device as the volume connected distantly in 
the network physically [ the volume which are applications such as a disaster recovery as a device 
for the replication (static image) at the time of there being a logical volume which performs 
READ/WRITE, and performs a host's I/O process ] - direct using the I/O network 2600 or a 
network 2500 so that it may be vacant and may assign from a physical memory field. Or a storage 
subsystem manager uses the setting terminal 2700, and directs to assign from the empty physical 
memory field which newly specified the logical device corresponding to the demand from a host 
computer user. The storage subsystem control section 2200 receives the demand, and updates the 
information 2212 corresponding to logic/physics for a logical device using allocation and the means 
221 1 corresponding to logic/physics from the appointed empty physical memory field (steps 13100 
and 13200). 

[0079] (2) Next the storage subsystem control section 2200 updates the LUN-WWN access 
propriety information 2221 that resembled drawing 12 and it explained more, to the assigned logical 
device. It is carried out so that it may say that this updating permits WWN of the backup server 
which issued directions, and WWN of a HOST computer which performs an I/O process for the data 
which perform backup by the forward volume side to the logical device assigned newly, for example 
(step 13300). 

[0080] A storage subsystem manager may set up the renewal of the LUN-WWN access propriety 
information 2221 mentioned above using a setting terminal, and the command-processing section 
2213 in a storage subsystem control section may perform 'it by carrying out program manipulation of 
the LUN SECURITY setting processing, for example. 
[0081] Draw ing 14 minds a fiber channel network and is SCSI EXTENDED. It is a flow chart 
explaining the example of processing actuation with the device which received the COPY command, 
next this is explained. The example explained here minds a fiber channel network from high order 
equipment and is SCSI EXTENDED. The storage subsystem control section 2200 which received 
the fiber channel frame when the COPY command had been transmitted, and EXTENDED COPY 
The access processing means 2230 and EXTENDED COPY It is the example of the processing 
which a receipt logical device performs with the access-control means 2231. 
[0082] Moreover, it is EXTENDED COPY Command here. The case where it is transmitted to a 
storage subsystem from a host computer through a fiber channel network as a frame containing the 
information unit called FCP.CMND shown in d rawin g 9 is described. 
[0083] (1) Check the storage subsystem which receives the fiber channel frame from a host 
computer as shown in drawing 2 using the table on which SJD and WWN are taken out from a frame, 
and the correspondence table of WWN as shown in SJD and drawing 11 of a host computer of the 
fiber channel frame transmitting origin is first created in processing of a fiber channel log in, and the 
host computer concerned shows drawing 12 whether it is accessible to the assignment device in a 
storage subsystem. Then, a storage subsystem receives the fiber channel frame transmitted from 
the above-mentioned host computer to an internal specific-logical device (step 14000). 



[0084] (2) Reception of a fiber channel frame takes out SJD in a frame header so that WWN of a 
host computer which has transmitted this frame can be identified. Next the data field of a frame is 
read and the case where Command Device Block (CDB) is in a fiber channel frame estimates 
whether the contents of the command are EXTENDED COPY Command (steps 14010 and 14020). 
[0085] (3) the fiber channel frame received by evaluation of step 14020 ~ EXTENDED COPY 
Command it was not - a case - others ~ it shifts to processing (step 14031). 
[0086] (4) the fiber channel frame received by evaluation of step 14020 - EXTENDED COPY 
Command it was ~ a case, next the parameter length in CDB are evaluated, if parameter length is 
0, processing will be ended, and if parameter length is not 0, the read in of the command parameter 
list following CDB which **4**(ed) will be started (step 14030). 
[0087] (5) Read cutting tools' 2 and 3 target descriptor length after reading the list ID of [ in a 
command parameter list ] etc. here, target descriptor length was TL - it carries out (step 14040). 
[0088] (6) Next read cutting tools' 8-11 segment descriptor length. Here, segment descriptor length 
presupposes that it was SL (step 14050). 

[0089] (7) Read the target descriptor 1 target descriptor length part (32Byte) every after reading 
the in-line data length of a parameter list In addition, this EXTENDED COPY Command The number 
of the target descriptors contained is TL/32. Drawings has already explained the format of a target 
descriptor, and first it evaluates the type code of a descriptor and reads WWN and LUN of a target 
Processing of the read in of the above-mentioned 1 target descriptor is repeated by the target 
descriptor number (TL / 32 pieces) (steps 14060-14100). 
[0090] (8) Next perform a sepent descriptor's read in. Drawing 8 has already explained a sepent 
descriptor's format and it reads a descriptor type code, descriptor length (DQ etc. first Next the 
descriptor index of the source target used as a copied material logical device and the descriptor 
index of the destination target used as a copy place logical device are read (steps 14120-14150). 
[0091] (9) Read WWN of a source target and LUN here with reference to the target descriptor 
shown in dr awing 5 by using as a key the target descriptor index described by sepent disk 
PURITA. The table of the access propriety of the host computer WWN and log cal device (LU) which 
are shown in drawing 12 is referred to. WWN and LUN, and this EXTENDED COPY Command of a 
source target It evaluates whether it is accessible to the logical device with which the host 
computer of WWN which transmitted was specified as the source target (steps 14160 and 14170). 
[0092] (10) By evaluation at step 14170, when accessible, read a sepent descriptor's remainder, 
read transfer length, LBA of the number of block devices, and a block device, etc., and copy the 
specified data copy towards the logical device specified as the destination target from the logical 
device specified with the source target (step 14180). 

[0093] (11) And repeat the processing from step 14120 in which the next sepent descriptor is 
read. SL/(DL+4) ********** which can be found from said descriptor length (DL) and sepent disk 
PURIPUTA length (SL) in this (steps 14110-14190). 

[0094] As opposed to the logical device specified as the source target by evaluation at step 14170 
(12) Access refusal or when impossible, This EXTENDED COPY Command It ends by CHECK 
CONDITION status. For example, sense key Set up COPY ABORT, set COPY TARGET DEVICE 
NOT REACHABLE as sense code, and as exception handling corresponding to this EXTENDED 
COPY Command Defined suitable error processing is performed, a host is notified of an error, and 
processing is ended (steps 14210 and 14200). 

[0095] In addition, although explained by the above-mentioned having carried out error processing 
only to the part of access propriety, error processing of the command itself is set for every 
occasional step of the, and it is EXTENDED COPY Command. There are some which were defined, 
and it is followed when an error naturally occurs. 
[0096] (13) Moreover, if it can check that the processing mentioned above for all segment 
descriptors at step 14190 has been completed, when an in-line data length will be 0, it is 
EXTENDED COPY Command. It is processing EXTENDED COPY Command Defined normal 
termination processing is performed and it is EXTENDED COPY Command. Processing is ended 
(step 14200). 

[0097] Drawing 15 minds a fiber channel network and is SCSI EXTENDED. It is a flow chart 
explaining other examples of processing actuation with the device which received the COPY 
command, next this is explained. The example explained here minds a fiber channel network from 
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high order equipment, and is SCSI EXTENDED. When the COPY command has been transmitted The 
storage subsystem control section 2200 which received the fiber channel frame, EXTENDED COPY 
The access processing means 2230 and EXTENDED COPY As opposed to what was controlled by 
the flow which is the example of the processing which a receipt logical device performs with the 
access-control means 2231, and is shown in drawing 14 The processing (steps 15170-15190) which 
also evaluates WWN of a publication and LUN using an access propriety table on a LUN access 
table to a destination target descriptor is added. To the logical volume which is having processing 
reserved beforehand a sake [ the replication inside a storage subsystem, or for a remote copy 1 it 
is specified as a copy place and this added processing is EXTENDED COPY, It can use for the 
ability not to perform copy processing. 

[0098] Here, it is EXTENDED COPY Command. It controls about the case where it is transmitted to 
a storage subsystem from a host computer through a fiber channel network as a frame containing 
the information unit called FCP.CMND shown in drawing 9 . 
[0099] (1) Check the storage subsystem which receives the fiber channel frame from a host 
computer as shown in drawing 2 using the table on which SJD and WWN are taken out from a frame, 
and the correspondence table of WWN as shown in SJD and drawing 11 of a host computer of the t 
fiber channel frame transmitting origin is first created in processing of a fiber channel log in, and the 
host computer concerned shows drawing 12 whether it is accessible to the assignment device in a 
storage subsystem. Then, a storage subsystem receives the fiber channel frame transmitted from 
the above-mentioned host computer to an internal specific-logical device (step 15000). 
[01 00] (2) Reception of a fiber channel frame takes out SJD in a frame header so that WWN of a 
host computer which has transmitted this frame can be identified. Next the data field of a frame is 
read and the case where Command Device Block (CDB) is in a fiber channel frame estimates 
whether the contents of the command are EXTENDED COPY Command (steps 1 5010 and 1 5020). 
[0101] (3) the fiber channel frame received by evaluation of step 15020 - EXTENDED COPY 
Command it was not - a case - others - it shifts to processing (step 15031). 
[0102] (4) the fiber channel frame received by evaluation of step 15020 - EXTENDED COPY 
Command it was - a case, next the parameter length in CDB are evaluated, if parameter length is 
0, processing will be ended, and if parameter length is not 0, the read in of the command parameter 
list following CDB which **4**(ed) will be started (step 1 5030). 
[0103] (5) Read cutting tools' 2 and 3 target descriptor length after reading the list ID of [ in a 
command parameter list ] etc. here, target descriptor length was TL - it carries out (step 15040). 
[0104] (6) Next read cutting tools' 8-11 segment descriptor length. Here, segment descriptor length 
presupposes that it was SL (step 15050). 

[0105] (7) Read the target descriptor 1 target descriptor length part (32Byte) every after reading 
the in-line data length of a parameter list In addition, this EXTENDED COPY Command The number 
of the target descriptors contained is TL/32. Drawings has already explained the format of a target 
descriptor, and first it evaluates the type code of a descriptor and reads WWN and LUN of a target 
Processing of the read in of the above-mentioned 1 target descriptor is repeated by the target 
descriptor number (TL / 32 pieces) (steps 15060-15100). 
[0106] (8) Next perform a segment descriptor's read in, Drawing s has already explained a segment 
descriptor's format and it reads a descriptor type code, descriptor length (DL), etc. first Next the 
descriptor index of the source target used as a copied material logical device and the descriptor 
index of the destination target used as a copy place logical device are read (steps 15120-15150). 
[0107] (9) Read WWN of a source target and LUN here with reference to the target descriptor 
shown in drawing 5 by using as a key the target descriptor index described by segment disk 
PURITA. The table of the access propriety of the host computer WWN and logical device (LU) which 
are shown in drawing 12 is referred to. WWN and LUN, and this EXTENDED COPY Command of a 
source target It evaluates whether it is accessible to the logical device with which the host 
computer of WWN which transmitted was specified as the source target (steps 15160 and 15170). 
[0108] (10) By evaluation at step 15170, when accessible next read the descriptor index of the 
destination target used as the logical device of a copy place, and refer to a target descriptor (step 
15180). 

[0109] (11) Use as a key the target descriptor index described by segment disk PURITA here. WWN 
of a destination target and LUN are read with reference to the target descriptor shown in drawing 



5 . The table of the access propriety of the host computer WWN and logical device (LU) which are 
shown in drawing 12 is referred to. WWN and LUN, and this EXTENDED COPY Command of a 
destination target As opposed to the logical device with which the host computer of WWN which 
transmitted was specified as the source target It evaluates whether it is accessible (steps 15190 
and 15200). 

[0110] (12) By evaluation at step 15200, when accessible, read a segment descriptor's remainder, 
read transfer length, LBA of the number of block devices, and a block device, etc, and copy the 
specified data copy towards the logical device specified as the destination target from the logical 
device specified with the source target (step 15210). 

[011 1] (13) And repeat the processing from step 15120 in which the next segment descriptor is 
read. SL/(DL+4) ********** which can be found from said descriptor length (DL) and segment disk 
PURIPUTA length (SO in this (steps 15110-15220). 

[0112] By evaluation at steps 15170 and 15200, (14) A source target As opposed to the logical 
device specified as the destination target In or when [ access refusal or when impossible ] This 
EXTENDED COPY Command It ends by CHECK CONDITION status. For example, sense key Set up 
COPY ABORT, set COPY TARGET DEVICE NOT REACHABLE as sense code, and as exception 
handling corresponding to this EXTENDED COPY Command Defined suitable error processing is 
performed, a host is notified of an error, and processing is ended (steps 15230 and 15240). 
[01 1 3] In addition, although explained by the above-mentioned having carried out error processing 
only to the part of access propriety, error processing of the command itself is set for every 
occasional step of the, and it is EXTENDED COPY Command. There are some which were defined, 
and it is followed when an error naturally occurs. 
[01 14] (15) Moreover, if it can check that the processing mentioned above for all segment 
descriptors at step 15220 has been completed, when an in-line data length will be 0, it is 
EXTENDED COPY Command. It is processing EXTENDED COPY Command Defined normal 
termination processing is performed and it is EXTENDED COPY Command. Processing is ended 
(step 15240). 

[0115] The access propriety information between the devices which memorize the identifier and 
information on high order equipment according to the operation gestalt of this invention mentioned 
above, By having an access propriety judging means using the information maintenance and its 
information, and a means to judge the propriety of copy activation at the time of the copy 
processing activation by the active copy directive command from the interior of a storage 
subsystem The access propriety to the logical device in a storage subsystem from high order 
equipments, such as a host computer It adds to checking with the correspondence relation between 
WWN of high order equipment and the logical device identifier LUN. In case the active copy 
directive command from the interior of a storage subsystem published from high order equipment to 
a storage subsystem is processed It judges, when the copy receipt logical device used as a copy 
directions device performs the check which performs an access control to a copied material device 
and the copy place devices of each. The outflow of the inaccurate data based on the active copy 
directive command from the interior of a storage subsystem can be prevented. 
[0116] 

[Effect of the Invention] According to [ as explained above ] this invention, it is SCSI EXTENDED. 
To the data copy from the storage subsystem by control command, such as a COPY command, the 
security check in the WWN level in copied material volume can be realized, it can make it possible 
to restrict alternatively access to the storage region in a storage subsystem and a storage 
subsystem from two or more high order equipments, and an unjust data copy can be prevented. 
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♦ NOTICES* 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

IThis document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Draw ing 1] It is drawing showing the relation of the storage subsystem and host computer 
explaining the trouble of the conventional technique. 

[Drawing 2] It is the block diagram showing the configuration of the computer system using the 
storage subsystem by 1 operation gestalt of this invention. 
[Drawing 3] EXTENDED COPY Command It is drawing explaining the configuration of Command 
Descriptor Block (CDB). 

[Drawing 4] It is drawing explaining the configuration of EXTENDED COPY Command PARAMETER 
List 

[Drawing 5] It is drawing explaining the detail of the contents of the target descriptor 4500 from the 
cutting tool 16 in the command parameter list shown in drawing 4 to a cutting tool a 
[Drawing 6] It is drawing explaining an example of the detailed contents of the parameter of the 
device proper described by the cutting tool 31 from the cutting tool 28 of the target descriptor 
shown in drawing 5 . 

[Drawing 7] It is drawing explaining other examples of the detailed contents of the parameter of the 
device proper described by the cutting tool 31 from the cutting tool 28 of the target descriptor 
shown in drawing 5 , 

[Drawing 8] It is drawing explaining the example of the segment descriptor's detailed contents 
described by cutting tool n+m from the cutting tool n+1 in the command parameter list shown in 
d rawing 4 . 

[Drawing 9] It is drawing explaining the configuration of the frame of a fiber channel. 

[Draw ing 10 ] It is drawing explaining the configuration of the frame header unit in the frame of the 

fiber channel mentioned above. 

[Drawing 11] It is drawing explaining the example of the table which performs matching with SJD in 
the fiber channel frame transmitted to a storage subsystem from high order equipment, and WWN of 
the high order equipment corresponding to it 

[Drawing 12] It is drawing explaining the example of the LUN-WWN access propriety information 
shown in drawing 2 . 

[Drawing 13] It is a flow chart explaining the example of processing actuation of renewal of LUN- 
WWN access propriety information. 

[Drawing 14] A fiber channel network is minded and it is SCSI EXTENDED. It is a flow chart 
explaining the example of processing actuation with the device which received the COPY command. 

[Drawi ng 15] A fiber channel network is minded and it is SCSI EXTENDED. It is a flow chart 
explaining other examples of processing actuation with the device which received the COPY 
command. 

[Description of Notations] 

20002001 Host computer 

2002 Backup Server 

2100 Storage Subsystem 

2200 Storage Subsystem Control Section 

2210 Read/write Processing Means 



2211 2212 Information corresponding to logic/physics 

2213 Command-Processing Section 

2214 SCSI Command-Processing Section 

2220 LUN Security Access-Control Means 

2221 LUN-WWN Access Propriety Information 

2222 Information corresponding to WWN-SJD 

2230 EXTENDED COPY Processing Means 

2231 EXTENDED COPY Access-Control Means 

2240 External Device Communications Processing Section 

2300 Physical Memory Equipment 

2401- 2412 and 2420 Logical device 

2500 Network 

2600 I/O Network 

2610 I/O Bus 

2700 Setting Terminal 



[Translation done.] 
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fcx KBra^-^/uitftEr Ki^^KB^td^MEBI 
B'J^a*«l DffiU ttttBU^a £ MET ^ ir * pTg^- 
^ a* 6 MEtf Jf $S © T * ir * nJ^cD^M<HT 5 WW 
MEW#»w»^^«t5MEBfc3SE1*3S«^iB 

L TMEBBU^a ^MET^ir^pI^- 
fc MEb+3(e«S J: 6 T * ir ^ C5^T54:MEWWr^« 
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70 5 ] 5 r t * < «6SE*Kfllc 

stasia mEW»**^-rsci:*<»aEii«« 
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& iciol^ T . fe MiEISliE»gSlc»t5 T * 
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s ] it^m^^-r 6 r t ft < itisic j: ^ 
*3^x. WEtHH«^e>*(rEift3iKjttr*K-5r^^^ 
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40 [0 0 0 1 ] 
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[0003] £i\ 7r>t r ^^-r^/^W»t-ov>x8ft 

ai***r, «^SCSK ESCON (SEftja«) i: 
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[0 0 0 4] ^T^'^^^Mi. ff^^yh!? 

[0 0 0 5] 77^f '^-^/KTM l/$-7zs^ — ^^r^o 
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^SUT-^fB'|g^^T^5c £<0«ffiUT-tt\ TCP/I 

ORLD WIDE NAME) £J;tf8'W h<0««t»o 0 
[0 0 0 7] "7y -< '^^^^(DMimte, Ordered Set 

[0 0 0 8] 7U-A(D^^^fSO 
F (Start Of Frame) i:Wm5 4^ h«J^ D 

S^5t-^7^-/pH\ 4/M h^^<H]%fi^- 
K (CRC) x 7U-Aofti?U4^tEOF (EndOf 
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[0 0 0 9] Z7L — A-^y^te, 07-KI^)23~0 
trjyhO««f^ 7 1/- AOi£ff5fc^- K4:«B3'Ji-5fc 
i^(D3/M h^T K^^W^tfcaD.I D, 17- 

KB 02 3-0 tr* h^««ic^7u^- h^ftS'J-r^ 
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70 [0010] hstkm-t *r k^k 

«££ftSffi:-efc!K FC_CHm, 777l^^C 

stf— h^)WWN¥i:ftfft^ 0 
[0 0 11] p^>f ^(caifBTC^biSfB $tl^7U- 

^)21/<^ h B ~ 2 8 hl^ 8 ^ h <F>W$L& 
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[0 0 12] n^>f^S*7ctt, g *>j&H1S« Ufc7 1x- 
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KXtfy- KOTWNt S_I D^itbS^tttlp]* 

[0014] * h u-C/f-^C/^-r AHW^.?E7 ^ 

10-333839 2 0 0 0- 2 7 

6 4 0 6-§-^^iCfS«c^tLfcSW^*P^4xTU^o 
[0015] 1 0-333839 *^«fCfl N * 

*ifet Lt, 77>f^tWph3/^^MS 
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icm^l-r Z> WW N (WORLD WIDE NAME) i^r^L, ^^WE 
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ts HftlEx — 7VUP^(C1#^EL^^N_P o r t _N a m e 
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WN. *>-5tMix lftgiO/-K^ (WWN) ^ 

JdJ: 9»W^W9 STfe^*««T?*>5 S_I D^^PI 

Sf*«ft»K*!5^ I n q u i r y a-r^ K*JH 
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A (Storage Networking Industry Association) "Cfi. 
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6^*-e*>5o SCSI EXTENDED COPY^. SAN*t77 
[0019] 
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ffiffll-Cf-^tl 2 1 0 1:^^7^ (16 0 
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^^AfMflfpfts (ElMdHiSB) x 2 2 l 0(iy-K 
/y4 h«S^», 2 2 1 1, 2 2 1 2 iiS&3/ife3l*t 
JSfflR, 2 2 1 3ll^vy K&QfSISlk 2214liSCS 
In-ryFW, 2 2 2 0[j:LUNt^a!Jf^7^ 
i?^*'JW^a. 2 2 2 1 fiLUN — WWNT^tXpJ^ 

2 2 2 2 I1WWN — S I D^H&lttflL 2 2 3 0 

(^EXTENDED COPY tikW^Wt, 2 2 3 1 ^EXTENDED COPY 

T*txmm^&. 2 2 4 o nft&mwmm t&m^ 2 
20 3oonmmm'WMW. 2401 — 2412. 2420 

fiWlT^M*, 2 5 0 0|i*y h!7- 2 6 0 0(1 
I/0*yhl7 — 26 10ttl/O/U, 2 7 0 0 

[0 0 2 8] @2{^-rfff*SI^-7 1 Afi x ^^hft^ 
12 0 0 0, 2 0 0 1 i, /<y^7y ^< 2 0 0 2 

^ x X h U-'W^rA 2100^ R^S*2 7 
OOtia^IS^ ^h!tl»2 0 0 0, 2 0 0 
l^y^T^/t-/^ 0 0 2 ^h U — ^zf^ 
^fA 2 10 0 Rt^SUffll** 2 7 0 0 £ (1, *j/h 17 — 
50 ^ 2 5 0 OiCj: 9Sa*S*Lrt^« ^^17-^250 

oti^xn, -f— h (Sftftac) > fd 

[0 0 2 9] ^/c, hf+S^2 0 0 0, 2 0 0 1. 

^^^7^/^2 0 0 211 ^hl/-v?t/^7 
A2 10 0C I /O^y VV-t> 2 6 0 OSt^I/O 
/U2 6 10^^lt 1 i)ii^tl> Xhl/-^t/y^ 
rA2 1 0 ^t^y — K^^-f h^lOf: 

^0 ^CO I XO^rlg-r^o ^^Mff«2 0 0 0, 2 0 0 
1, /^^7^/7 P t™/<2 0 0 2fj: N I/OSrJSfTi-* 
|^{^^ h I/-v?f^7A2 1 0 0 f^60x — ^i-^L 
T, a* s Bfc31ftftE*««^T Ku^^ilDTT^ir 
^i~5 0 I /O^y # 2 6 0 0. 1/0^7 2 6 

10^1X11 77^/<ft*/K SCSI. 

E S C O N (SftjSa) . Ethernet (SftjS 
«) , Inf iniband (Sftj&K) ^(D^< CO^ 

[0 0 3 0] ^ h u-^ir-^i/^^ A 2100 (D^^il 
50 WiOaSRS 2 2 4 0 tt, ^^h. /<y^7^^t-^ Wt 
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/K SCSI, ESCON (^SSSSO , Ethern 
[0 0 3 1] &3b\ HI^:^ h ^^t7''>XTA 210 

tt*<, ii*. < £ fc 1 o£JL±^W-*»*s 1 oj^_h 
cox h u— ^y^x^Atrlg^^tbT^X 

5 r <>: * < s m<D^^ xfrbHHtZfrk temteZi&v 

[0 0 3 3] mitx *<0J:5* = -^K*1f-#-- hit 
t<>5fc<&£ Its SCSI EXTENDED COPY Command # 

i/^y'^^J^h^mm-tZ i /<v<*tt, scsi^ 

[0 0 3 4] cF Tv ^hl^-v ? t^fA2 100 
tt. X h ^y^xAfl!H|8|S2 2 0 o&tMSSfcco 
*3ffiE1g36Jt2 3 o 0A^»j58:Six6 o a*. *^Sco 

401-2 4 1 2, 24 2 0 ^lT»lt^5o 
[0 0 3 5] X h I/ — v ? i7-y->^7 : -AS!|#S|5 2 2 0 0 

tt, »IE*»12 3 0 0I:»LT, h«-JMft&>e> 

2 2 l 1S:#B8U im/*S»J53®2 
2l2l:J:oTil/W^^, y-K/7^h? 
2 1 0i^J:oTa^*fatSffi«{-«-bTy - ¥/=7 

4 h&mznom. m*te*x htm«^& 

[0 0 3 6 ] It * h ^^">^T-AffiiJ1WaS2 2 
OOtt, ^(DX f> U-v?f^7A2 1 0 Ollgtl 
T < 5** hf+»ffitf)WWN£;* h U-yf7"y^7i^ 
2 10 0 fiKDtmMT''^ ^ 2 4 0 0-2 4 1 2, 242 

2 2 2 i^>*x h«-|MI^7r^^^*^4:^L"C» 
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[0 0 3 7] ^ hL/-^f/v'^7 : -AWa2 

20011. ^(DiirVM^i^ir, scsicoex 
TENDED COPY Command Srg«bfcBE^-t^3^^ KSrAf 
70 3§RU iiSftMfSSrfT 5 EXTENDED COPY Command &L3H^ 
i2 2 3 0 ^ ^coEXTENDEDCOPY Command laot, 
^jE/^-^^StffiSrSjSCEXTEMDED COPY T^t^lW 

fS2 2 3 i4i$o e »a^<>r^*±. 

[0 0 3 8] ^FL/-/Wy^7^WS2 2 

20 SBffS^yr^/^^S^*, -?:cora I D 

t i/Xv^^\ w co mmrnm <r>w% & ^ t tt 

5fc*6co^^y, cpu, rtss<a^—*iiff 

[0 0 3 9] jfcl^ 1 10 Technical Committee t*S C S 
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[0 0 4 0] HI 3 ^EXTENDED COPY Command ^Command 
40 Descriptor Block(C D B) <Dm$,%&W-tZ>mxfoZ> 0 
[0 0 4 1 ] EXTENDED COPY Command <D C D B tt 1 6 s< 

3 10 0118 3 h (httl 6it*^X*>S^tS:^i-) 
t?*>5o h 1 h 9trt^ h 1 4 <Jrtty 
if-y«*Xfc!9s h 1 O^b^-f h 1 3 £TicEX 
TENDED COPY Command co/^^-^y^ h cog £PARAME 
TER LIST LENGTH 3 2 0 0 fi^mt5ftX^h 0 

[0 0 4 2] EXTENDED COPY Command <n*mft\Z.&W£'< 

50 X hn&ffifrb* h — C/f^^^rAWLt, SC 
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[0 0 4 3] #4b\ fu^^PARAMETER LIST LENGTH 3 2 

0 o<D«aso-e*>6»fi\ ffir^— ^t>a« s^xft^o 

[0 04 4] HI 4 {^EXTENDED COPY Command PARAMETER 

LtstcOflljaSrlftWi-SH-CfcSo royxhfi, El 3 "C 
t&f^ LfzX 5 CDB^I^-K^83ht% EXTE 70 
NDEDCOPY Command ^rWJ^tifc^ f-? • 

T !? h ■ 'V^T^fcKttStt-C^ 5 EXTENDED COPY Co 
mmand (DMfflz&Wte^-* > V x h<D7 * 

h-C*>0. HI 3 (-^-TPARAMETER LIST LENGTH 3 

2 0 Oil, :^7^-^!i^h^I^/M hffi"C^ 

[0 0 4 5] EXTENDED COPY Command (O^y * D * 
Hi* 16/Vh/i^^6^^^4 7 0 0 h « 
l-JWK ^-^y hT^ y7 P ^4 5 0 0 ^ ir^ V 
hfV^^li^4 6 0 0 L ^> 3 yawy 20 

LIST IDENTIFER4 100. STR, NRCR, 

£4 2 0 0. 1r^V > h^^*? V 7 a ? y x hOf ^ 4 

3 0 0. ^^7^ yf-^^I^ 4 4 0 O^f-^t 

[0 0 4 6] h 0 ct^LIST IDENTIFER4 10 011 ^ 

7^TyhT/y^-y3y(:j;ot, SCSltfDEXTE 
NDED COPY Command £^ ^ — v^-r CTlt^^- 
^^*ft65?t^^ilfm^M-e^5o '<-f M Glutei* 30 
3 7. 6. 3b i tgliy if— y T\ 5b i tl t£fi S 
TR, 4 b i t IIIUNRCR, 2 — 0 b i t @ l£<iPR 
IORITY/^S#iA£tLT^3o 

[0 0 4 7] h 2. 3^fi % Y*r "-f y 

/^f4 2 0 h 1 6^^IE«c$tL6^ — 

hx-T*^ y^4 5 0 0(O*S*SE<ft**fC*5 
5, h 4-7(1 yf 5 -:/. /M h8-l lfctfe^* 
^ h-T'-r y :7°^ (4 3 0 0) T\ /*>f + 
tbfS*c£;rL&i?^ yhfV^^y^ 4 6 0 0<7>fii5 

[0 0 4 8] H5fiia4t^Ufc=i^VK^7^— ^ y 
* hF*3<0'M h 1 6 *>f h niW^-y^ hxV 

^^y^45o 0 <Dft^m$m%:Wiw-f&mvJbz> 0 

hTIE^^ttT^T, EXTENDED COPY Command ^)^t- 
[0 0 4 9] H^^— ^jy hr'V*^ y ^^<Oy<^ h 0 
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T^T. Fiber Channel World Wide Name <D$—fy V 
7*jx#})zf?(DM^, ^3-mE0ht*$>So 
^ hi l^fir^M ^^-T^5 2 0 0^|B3**tfCt>-5 o 

'"W h 4 ^ib/M hi 1 ±"Ct£fi* ^— h<?5 
Logical Unit Number (L UN) 5 3 0 0^ s h 1 2 
fab 1 BtiXlzi^ ^-^y h EWorld Wide Name(WW 
N) 5 4 0 Oj&S«Ea5StL-Cl^5. /Wh2 8^ 

fb'W h 3 1 fi x Dvice Type Specific Parameter 5 5 
OOT'fcD, ^-^yh^W^^^yit^^^ 

[0050] H6*iH5f^Lfc^— h-T^x^ y 

-7#<ds<>( h 2 8^^/<-r h 3 i i^ib^^t^t^ 

^^(^^-(D/N^y — * 5 5 0 O0)|¥tt*rtS<0— #l£t£ 

9!i-5i3-c*>«9, hr-v^^ y ^i^io^T, 

/<W h 1 <Dh i t 4 — O-C^L/cfV^X^^y^^ 
[0 0 5 1 ] H7l±H5(^Lfe^ — ^jy h * ^ y 

■T^^vw h 2 8 a*£>/M h 3 i iciaai^tbTi/^^v^ 

J xm&tOs*?*—* 5 5 0 0<^i¥»B*rt^^te(OWS: 

r. '<<<( h i £> b i t 4-otSJifc7/W^^^f^ 
[0052] m 8 nm 4 i^i-ti^'^ >- )?s<7*—# y 

* hl*ltfV^ hn+l frh'^ h n +m^X-i^f5«E$^ 
X^ttJf* ^ h^-f y 4 6 0 0(7^ 1 o<£>§£*ffl 

y * h^ir^V ^ h^V y ^*S|B«SixXl^7 f 

[0 0 5 3] la^^-^y hxV^^ y ^^^y<-f h 0 
fi, Discriptor Type Code 8 1 0 0 "C l J> <9 , m^fi % 

h s Olh. 0Bh s OCh^fpJft^^n- K*SESfiL 
^tl6o h 2, 3fC(i N xV^^ y^f 8 2 0 0 

&KM£tlX\i*X^XZ.<D7 t '( y ^S^fEgt^^t 
X^6^icM<ir^^ >- h^V^^ 7 y y^^^^ 880 
0 <^ tL-0^£ 0 Su^cd^p y^r^^^ 

hH 1 4 htfcS, 
[00 54J ^ h4, = If— 5ni*Sy — ^ 

^-^^ h-T^r y ^^-f >7*y9* 8 3 0 Oj&3«B3S 

*—Z/3 — Vy*<<*# y ^^y7->^^8 4 
0 0^iE^£tt5 o wixe><7)>r ^y^^li, HJ4^fS 

y7 P ^4 5 0 0(^-Y ^*rv# * tttfcirZo '<4 h9- 
1111 ^ hy-AfVM^Kl8 5 0 Otfc?), ^ 
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£ c 4fcx ^M4^ 15(1 7*p jy^yVM *7'u 
^|8 6 0 0tl)^ HS^^—^s/ h-r-f** y 7° 
*<D-7*—ry hrtirESSL-C*>5DISK BLOCK LENGTH 
6 10 0 ir^-T5o ^ hl6-2 3(rfS^^^6BL 
OCK DEVI CELOGICAL BLOCK ADDRESS (LB A) 8 7 0 0 
fl Block DeviceJt(^*W(OafeS^p y^T Ku^r*fc 

[0 0 5 5] ffifJ6-eKWLfcH3—H8I^LfcEXTEND 
ED COPY Command UHS-TS 7;*— *y h fl t 10 Techn 
ical Committeed&t^Ts S C S I <D^-* 1/ Kir y h <D 

T?fl ^ — h^WWNx LUNf v r^t: D — tc=i tf— 

6:^»Uc^imot, S#tol3:EXTENDED COP 
Y Command <Dmm&<DXH\z. <fc o 6 - £ 

[0 0 5 6] #c^ x EXTENDED COPY Command J: 6^jE 
[0 0 5 7] fltraSLfc EXTENDED COPY Command fl 7r 

< €> 0 ^T-X\ ft, 77>f 

[0 0 5 8] |9li77^f^ft^W7^« 

4r!fcW-?-5E|-e£>5o Hl^^^— ^fl -y J*<D$htL 
«9^r^-rsOF (start of frame) 9 0 0 0 W(m5 

5 2 h(D77 [/-^^y9 10 0, ^ 

2 0 h«@3i:fi3-K (CRC) 9 

3 0 0, 7i/-A(7)flb^7ittEOF (end of f ram 
e) 9 4 0 0 iHftfiiS4/^ h©«8"J^5)45o 7* 
-^7-f-/UKI4, 0-2 112/^ h<ara~Ci5T2ET-$> 

[0 0 5 9] Ell OlitfraiLfc 7 r^f ^^-r^/K/OT 7 U 

[0 0 6 0] A-x-/^g|$9 10 011 #tTs/ HSr 

ffo6oOTORDia*)|||SS^ WORD0O2 3 
-0 fcfs/ htS$cll D_I D (Distination ID) 10 1 

0 0, WORD l(D23~0t'?/ h|S3Efl S_ I D (S 
ource ID) 1 0 2 0 0tfc5 o S_I D 1 0 2 0 0I1 

t5f:^3/MF(D7FU7^ijTO^ D I D 

1 o i ooit :^77-f A&S{a1- 
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ffi£-£fo 0 S_I D 1 0 2 0 Oft iffiKl htt 

[0 0 6 1 ] ftrji£L/cJ: 5 ft? r 4 '* 3 f-- a r*fl'"7 ^ 

[0 0 6 2] jkfc, ^W^^T, ±ffi3£« h 
^> h!7-^£^LTSCSI EXTENDED COPY = V Kid* *> 
v^:/ is J* dsWoflMRT 1 - 77Vuco fflf iro ^ r "T 

So 

[ 0 0 6 3 ] El 1 1 Mt±fflaS« (#Ix.Jl h*t* 
«) /i^7 h u-^t/^rAtiM^T < 67 7 

-rsm-c&So 

[0 0 6 4] m^x-^/Ufl h h 

yt7'y77^i:77^^ j r^/^ln^ ^2rff 

hn-Jf»^^r^^^zK— h) ^)wwn^s_ 

[0 0 6 5] P^O-fS, If077^f/<ft^/Wl 
S_ID, D__I D£f£ffiLTiIff £fr5 0 011(1^ 
30 -T^ — ^KDIMI 1 1 1 0 0fiS_I Dtf*>9, 2 
Mil 120 Ofi-fcftfcttJELfc** MtSlOTWN 

[0 0 6 6] 77^f^f -r^7l/-A^|f L/c^ h 
I/— v/f7*^7All 77^f^ft^/>7U-AflO 
S_I D«r&*)tfiU H^-r — ^/KOlMaSrttjRSrfi 1 
ot-7j/fLfcS_I Di^iS"?~5WWN^^#i-Sr 
ir^x^So Cftl-J: ^W77^f^ft^7U" 

40 [ 0 0 6 7] #3o N 77 -iV^-^/K^P^y >-&Ll| 
fl *58W^K«H«Ltti^-e, cct?^KWfi«» 

[0 0 6 8] hSrWmas^T'T'^ 1 -** 
/Pu^V h l/-^t7^>^fA(Dilf>^^{: 

*tUT, EXTENDED COPY Command Sr3i« LT<3<^ * 

^^7 % >^xA^Wa5 2 2 0 Ofl 77^/>ft^7 
50 lL'C^/:^7 h»Hfai^)WWNS:WD ttiTZbtftt' 
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[0 0 6 9] mi 2 Ii0 2 ir^ Lfc L U N-WWN7 ^ 
-fe*pTg««2 2 2 l^ij^t5IX^^ h 
f+jlftOWWN 12100^ X h U-yt7*'v'^7 1 ^ 
^>*>-5aK— h h(DWWN : 1234567890 

ABCDEF) 1 2 0 0 OCDtf— httt-H5e#J+ fettfc 
LUN1 2 0 0 0i:fc^t v fc5WWN^O*7 hit 

[0 0 7 0] t&PJ LTl^**W<0*Jt»«B«75»^ ID 

SHx Wilis R®B*2 7 0 0R Att&kZKD 

[0 0 7 1 ] |£^i£<t LTf±, * h u-^^v-^^ 
AULA N^>miS[H]^^ fcttrttt^* «£ otgl $ ft 

[0 0 7 2] ilfflEl^cO^S^J: I9s LAN^tM 
* h ^^^^^A^iE^^Bf^^^R^x warn 

[0 0 7 3] LUNI1 tf- h«^BBig#*t&*tfcLU«: 
WWN(7)t[i, -^(DtK— hSETi-ffffii"^ LU^ 

[0 0 7 4] 7-^/w#I»i^^T, #3&91tf>!at 

^Ifi-ett, it "i" ^r^ir^fFRj^ N fi "o" *sr^ 

[0 0 7 5] HI 2J^i-«<0*&, ^rCD^- hfcufc^ 
T. LUN0 (1 2 2 1 0) — T*ir;*STBja5foS3fc* 
bfrlH^fL WWN^ "0123456789ABCD 
E F" "01 2 3 4 5 6 7 8 9ABCDED" £££ 

o** hf+^Tfc^ , LUN1 (1 2 2 2 0) -7^ 

ir^ffpj hMHWi, wwnjJs "01234 

5 6 7 8 9 ABCDEE" *«PO^^ h 6 C 
E^ltf)*^ LUNn-l (1 2230) — <D 

[0 0 7 6] ST, hftHl$#\ EXTENDED COPY Co 
mmand h i/-'W'>7fAOSIf^^ 
T38?T"t~S^ * h v^ih/v'^Afi, ^ 
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60 SliLfc^vyK^ EXTENDED COPY Command T*>3 
»S\ EXTENDED COPY «yi^l3:2 2 3 0ft -^^V 

70 [0 0 7 7] HIl 3f±LUN~WWNT^ir^pI^ft$g 

r^ot^Ttftsj-reo rr-cttwt5«it IE] 

^^/L^ u—^^jo s I D t ^tt^^St^iifig 

W<DWWN<Dftlfcttrt%:ff5y L —~?/i'k, mi 2\^{zX 
^|^P^Lfc|ll2^LUN— WWNT^ir^pJ^ : ft#2 2 
2 1<£>0||T\ hffHH*tf)WWN£* hl/-v ? t/'> 

SS^Ti^ttS^M^K^t^fcjrjftS^M^S: 
R^-TS»&S:«|{2i*>tfTttMi-5a 

[0 0 7 8] (1) *1\ hWjHJHv** 
^T^^f- READ/WRITE^t^IW 

«is»^5SH!-e*y h^-^-e»«t$tbfe#y ^-^ 

***Lfcffi#*3a«B*««!&^WaT-5J:5^ IX 
O^y Y-V — 2 2 6 0 0^s/ hr7-^ 2 5 0 OSrffiV^ 

KS2 7 0 0OTLT, h«-*«J--1f^5> 

W3SE1t«*^e>WST'5J:5^«^-r5o 
i^^v^^-7 i AM^i$i5 2 2 o on, ^^iMfffiir, 
40 »^s#»aiE«««^?>ift3i7*^>r^Sr»JST, m 

S/%1^^2 2 1 1 Srffl^T, lfcS/*a«-^f1l 
«2 2 1 2S:3E*ff"r6 U7y/13 100, 13 20 
0) 0 

[0 0 7 9] (2) tfclc ^ h U-yf7 % /^7A|iJ8 
3^2 2 0 0(1 ♦JDSTfc^a-r^^^JW-LT, Ell 
2 J: 5 I^PJ L/c L u N-WWNT ^ ir ^ pj^ff $E 2 

2 2i^MfT-T5 0 r^jEfrf^s «itf, mmmv^ 

50 a— AffiB"C I /O^i^fT^HOSTftfSOWWN^ 
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£rF*T-f<5s k^o J:5«-fTto*tS Ur^/i 330 

0) 0 

[0 0 8 0] tu3z6L/cLUN~WWNT^ir^pI^tt^ 
2 2 2 1 cojEfrf:^ * h S^^^AM^j&sr 

^^^^i^WHWttrt^a-r^ K«-3S»2 2 1 

N SECURITYK^S*^n^7^«kaLTfTo-CtJ: 

[0 0 8 1] HI ^i^T-f^^^M^ hy-^^r 
^UTSCSI EXTENDED C0PY=<^ > KSrS« Lfcy^-f * 

XTENDED C0PY3^>K*SiSfll S*b-CSfc»&lc:. :7 T -T 

SJfflflS2 2 0 0 ^ EXTENDED COPY 7^t^j6Ifft2 
2 3 0 ^ EXTENDED COPY T*ir;*9!ffll^«2 2 3 1 £ 

[0 0 8 2 J EXTENDED COPY Command 

fi, 0 9 lOTf F C P_CMND ^fftf^Sf »*ttt 

[0 0 8 3] (l) H2H*tJ:5ft*^ H 

t$eos_i D<hmi l {-^i"J: 9 /^wwN^^tjJ;^— y 
/I'SrffriKU *fc, h l — v^f-y 

0) 0 

[0 0 8 4] (2) 7T>f^ft^7 Ix- -^SrSffi- 

r 4 /<^-^^)V~7 u — A f*jf ^Command Device Block (C 
DB) j&SfcofcS^-C, = K^f*J^#>EXTENDED COP 
Y Command^*>5j5»5j5*4:fffllSi--6 

0, 1 4 0 2 0) 0 

[0 0 8 5] (3) ^iryf 1 4 0 2 0 <OiF«T\ gff 
Lfc77>f '<^^/K7U-A^EXTENDED COPY Comman 

4 0 3 1) 0 

[0086] (4) ^7^1 4 0 2 0GDfRffiT\ gff 

1, fz7 7 ^^^/^u— A^SEXTEMDED COPY Comman 
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7° 1 4 0 3 0) 0 

[0 0 8 7] (5) ^-?^Y'<y * — # }) ^Vftvy}) * 
hlDf^i^Udl, ^ h2, 3<D#— fyYy 

70 75/7 P 1 4 040) o 

[0 0 8 8] (6) 7j^(c v /<4 V 8—1 l^ir^V > h 

^h^^D^Ws Mft SLtfcofcitS 
U75'7 P 1 4 0 5 0) 0 

[0 0 8 9] (7) /v^^y^h^y^^fyf" 

— Vv by 4*9 y7 P ^S5) (3 2By t e) 
5i^"e^< 0 r ^EXTENDED COPY Command 

— h^** y -?9<omt. TL/3 2T*4> 
20 6 0 by 4 *9 y -f^Wx—^y hfiHSJc 

J:5fCI:l4WUi3?l, ^f, rVx^y^w^^ 
7 P n-K^HIl, ^-yyh^WWNWLUN^i 

^"^^hfV^^y^ii:^ (TL/32 
ffl) jfttJilf (^777^1 40 6 0-1 4 1 0 0) Q 
[0 0 9 0] (8) #cfC N ir^^^h-TV^^ y -f*<r> 

7 P ^^^7 P 3-K, 7>X^y7 P ^f (DL) ^£SM* 

^h^7V^^y^>fy7 5/^^ 3t a -^il7^ 

4 *bt£Z>y4 *y4* — is* l/Z — ffy b<Dy4 *9 
y ^^fyfy^^^i^tf (^777^1 4 12 0- 
14 15 0) o 

[0091] O) ir^yh7>x^7 p y^ 
^^^-at, I5i:^-^7h7^^y7 p ^ 

£r#£S U y — — y*y hCOWWN, LUNSrSc^i* 
IU1 2^-f** hftSiWWNifftlfVW^ 
^ (LU) fcor^-fe^BTS^-^uSr^BgL, v-^ 
V ^WWN^C/LUNi: ^.(D EXTENDED COPY Co 
mmand ^^{f LfcWWN^* hft^^^y — — ^ 

S^^WtfSrfi 1 5 U777 p 14 160, 1417 
0) o 

[0 0 9 2] (10) ^T77°l 4 1 7 0 Wff ft, T 

mv*m^A;X\ fiiSfi^o7^7^^», 7'p 
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0) 0 

[0 0 9 3] (11) tU, 9VD-ty* is br^X* ]) 
^WtZh'&ts^v- I 4 12 0^5>O«ySSrj|ft0 3g 
-To r*L«\ (IWB^^^y^* (DL) fc-fc^^ 
hfV^^^y^f (SL) -5, SL/ 

(DL + 4) iHlJfttlig-f Ur^7°l 4110—141 
9 0) „ 

[0 0 9 4] (12) ^77/14 170WiIt% y 

"fe^fiff*>-5lMi^RTfB"C*>ofc»&. roEXTENDED C 
OPY Command CHECK CONDITION status "C#IT U 
f^s sense key IziCOPY ABORT&K^U sense code CO 
PY TARGET DEVICE NOT REACHABLE ZWCfc U rtt^»l£ 
LfcWMQS^ LT> EXTENDED COPY Command -egafrfc 

T^S^^T-re Ut^1 4 2 1 0, 1 4 2 0 
0) o 

[0 0 9 5] fc*3 N Mfjfi-Ctt, T^irXpJ^cD^^fcT)^ 

^7— ^^^(DX^^^ft^^^XEXTENDED 
COPY Command "eS«>fctbfcfc^*s*) 0 , # 

^Lfc|^fi^:^^5o 
[0 0 9 6] (13) ^7 5/^14 190^^ 

dS»B-C#tttf. ^y7^y7"^0(7)i:§, EXTE 
NDED COPY Command EXTENDED COPY Command Xl£ 

*e>ttfcI**T«!a*:fToT. EXTENDED COPY Comman 

d tD«aS:»T-r* (^ry/l 4 2 0 0) 0 

[0 0 9 7] [Hi 5fi7r>Ty^^4:/U^^ h7-^^ 
^LTSCSI EXTENDED COPY = "^ V KSr$« Lfc^-f ^ 
WMi(^ttoW4:KKt5 7 p - f + - h-Cfe 

-CSCSI EXTENDED COPY=^V K^i^fl SttX# 

77>f^ft^7i — ASrgfB Lfc* h u — 
^*^Afflflp8|5 2 2 0 0 ^ EXTENDED COPY T^ir^ 
tti¥a2 2 3 0 4:, EXTENDED COPY T^-fe* WHUFFS 
2 2 3 1 i ia o tS«6l7^M ^^ff 5 M^lt' 

WWN N LUN^t)LUN7^irX7"7>-CT^t7 
pj^r— 7>|:i^tMt5^I (^y^l 5 17 
0 — 15190) ti*-hiljLXibZ>o Z-<r>Mz-hthfr®m 

#!la-A|:»U, = t-fti^fLt EXTENDED COP 
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[0 0 9 8] cr-Cfi, EXTENDED COPY Command fi s B 

9 lOTtFC P_CMND 7 

m^\^^xmm-rz>a 

[0099] ( i ) m 2 i-^-r j: 5 fc** hturaw^ 

•>^7A|j:, If, 77-f^t^P^ ^<n#vmz. 
*51/^, 7l/-AHS_ID, SO^WWN^i!) LB 

j|^CDS_I D£01 1 (^tJ:9^WWN(7)M7- 
/^£!Hl 2\z.7^-r s r—^;^m^^X^^y^-t^>o 

4 ^ — &$:&Lt8-fZ> (777^150 0 
0) 0 

[0100] (2) 7 7-f^ft^7 A^ff-T 
20 5ts ^(D7l/-A^{Itt^f^^ MtfiOTW 

Vtti-to 7l/-A(7)7-^7^^K^ T7 

/<^^r^/L-^ A f*] (^Command Device Block (C 
DB) fch^fz^X\ Ktf)f*J^EXTENDED COP 

Y Commands 5 (^^l 50 l 

0. 1 5 0 2 0) g 

[0101] (3) 7777°1 5 0 2 0<DWffiX\ S« 
Lfc77^f^fir*^7 u~ A #5 EXTENDED COPY Comman 

50 5 0 3 1) fl 

[0 10 2] (4) *Ty7l 5 0 2 0 Sfa 
Lfc7 7'f^ft*/i'7i/- .^EXTENDED COPY Comman 

S:tru\ ^7^-^^0-C^till ^HTl, ^ 
^S^OT'/^ftn^ CDBCK, 14/^1/: 

/1 5 0 3 0) 0 

[0103] (5) 3-7yK^7^^!l^hte!l^ 

*o **** y ^*<ott*a**fT5o -r-crau ^-^v 

h7^77!i^a\ TL-Ckofct5 (* 

7 5//1 5 04 0) „ 
[0 10 4] (6) h8~l lcoir^^^h 

> hxV^^ 7 y ^^ids. wtn sL-cfcofctta 

(77^/1 5 0 5 0) 0 

[0105] (7) ^7^-^U7h^y7^>7- 

-^y h-rV^^ y ^^S^ (3 2By t e) ^O^^ 
50 5iA,T*^<o ft*3x - ^EXTENDED COPY Command 1^* 
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«yi4: s ^-^^hf^fX^y^iS^ (TL/32 
fi) *t)It (^7^^1 5 0 6 0-1 5 1 0 0) 0 

[0106] (8) mz. *z#*"yY s T4'*&y~f9<n 

-r^^y^s (dd *&s^ 
y YtDfjx* y ^^>r >7 7^^, =» tr— 5feaa3s-7-v< 

y ^^yf s/^^4:K*3&tf (^^l 5120- 
15 15 0) a 

[0 10 7] (9) r^T\ ir^yhf^f^^/y^ 

£r#H8U y — ^2/ H<7)WWN, LUN^ii 
Ay"C\ HIl hfl-fiWWNt^IfV^^ 
(LU) ^<7)r^ir^pTS : (7)^ — 7Vi^^#BS V — * 
h OWWN^L UN ^EXTENDED COPY Co 
mmand £i£fa LtWWN^^^ hfUMlWsy — — ^ 

^^(Dffft^T? Ur^yi 5160, 1517 
0) 0 

[0 10 8] (10) X7^/^15 170WMt\ r 
^*#BB-r-5 ( ^ "T" % j/ ^ 1 5180) 0 

[0109] (ii) ir^y hr^^^/y * 

£:#BBU 7^7^f^3^-y5/^WWN, 

LUNS:R^aA/"e, Ell 2ir^-T^x hf+fSWWN 
^BmS-T^W* (LU) ^c7)T^ir^ pJ^(7)^ — ^/u^r 
#iU 7^7^^y3y^-y7h(7)WWNM 
LUNi^ ^EXTENDED COPY Command ^lill^WWN 

7^1 5 1 9 0, 1 5 2 0 0) 0 

[0 110] (12) ^7 7/l 5 20 0^ffi"C\ r 
^7/W^LBA/i:^l^ mfe^tlti'?- 
If/M ^{-fp](tT^ *:ff 5 (^7^/15 21 
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0) 0 

[0111] (13) ^it, ^t^vyhfV^^y 

^SrR^atf^T 1 ^^! 5 1 2 oa>fc<Z>«yiSrl»0ig 
-To r.ttSr, BfHE^^^y^* (DL) iWy 
hf^^^^y^fi (sl) SL/ 

(DL + 4) EmUiS-f 0*7* y^l 5110-152 
2 0) 0 

[0112] (14) ^77^1 5 1 7 0, 1 5 2 0 0T* 

T^ir^Jgg : fc5V>^nJtgT^-ofc^, ^ ^EXTEND 
ED COPY Command £CHECK CONDITION statusTi&T U 

sense key (CCOPY ABORT £rl£^U sense code 
CiCOPY TARGET DEVICE NOT REACHABLE SrKJtU ^*U^ 
«-J6Lfc«^«at Lt, EXTENDED COPY Command X~7t 

^LtMl^Tt^) (^7^/1 5 2 3 0, 1 5 2 4 
0) 0 

[0 113] ft*3, BtrizET^, T^ir^ Bl^(7)fIiBfT^^ 

— ^Sfi, ^(DBf^CO^^-z^tt^^V^TEXTENDED 
COPY Command T^a6 htbtz. i><Dfr&> V , S^&rn.? — 

[0114] (15) ^7^1 5 2 2 0X±±V 

fimmx$fb&, <<l' s 7<O J r — *&i>i0<Db%* EXTE 
NDED COPY Command ^Jl^ EXTEND ED COPY Command Xfe 
ftbfofrlEliffeT&m&ft'DX, EXTENDED COPY Comman 

d <D%±m&mT-tZ> U75//I 5 2 4 0) 0 

30 [0115] mmLtz^m^mmmm^xti^ _b{4 

& ^IBtb = t°-f§^ = -<? > Kir J; 5 = fc^-^UfT 

pficn tr-iifTOprssrWiw-rs^at Srfli**^ * ^ 

J; 5, hW*W»<7>±ffiS«a*fc* h 1 — 
glOTWN t UI^M ^SKSUT- L U N £ 0*tj£BB« 

tt\,xTi?^xfflm*ft?^~vi?*mrr-tz>z-b^± 

<C = t: 0 -i§^ a > J: 5 ^jE^x - ^ <D fa ft SrBSlh 
[0116] 

[»«W»*] K±KWLfcJ:5{-*»WtCcttttf, SC 
50 SI EXTENDED COPY^-^^ K*^«IW=-^> Kir J: 6* h 
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tltKi; M\~Q"0~) ww n u^/uT^ir^r^. y ^ y 
[HI(^«*4Rfl] 

[El 1 ] ajKfttff^BBH^Jco^-CKW-rs^ h u^-v* 

[El 3] EXTENDED COPY Command (^Command Descriptor 

Block(CDB)0»J58;S:«iW*-5B|-e*>So 

[El 4] EXTENDED COPY Command PARAMETER Listtf>1#j£ 

[IH5] E]4{^^Ufc^^> K^7^-^ y * hrt0V< 

^ h i 6 hntw-yj/ h^v*^ y ^ 

4 5 o o <D^(Dm^nm-r^mx*h^>o 

[me] H5I^LW-ysx h^-f*^ y^tfVM 20 
h 2 h 3 1 l-lE^tLTI/^^V-W *m^<D 

[07] H5I^Lfc^-yj/ h-r-r y -f#<r>'<4 
h 2 8 j&* h 3 1 l-IEi^^-O^T^M 

ims] B4i^Lt3^y hv^7>— * y * hrt^< 

[0 9] 77>f^ft^7 30 

[010] ffir^ufc^r^^^^^/^^^ i^— ^rtt-fe 

[0ii] ±ffi»«^e>^ h u-i^^^-MzaHs 
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£tlX< £7 7 4 ^ft^7 U — Af*]c7)S_ I D t-t 
ti irsws-r 5 ±ffi3£« CO WWN £ !7>*tJSf+ft 5 7" — 

[012] 02 [^^LfcLUN- WWNT-^ir^-SJ^tt 

[013] LUN- WWNT^irXRj^tt$^MfT^^S 

[014] 77^^fir^y M7-^£r:fr LTSCSI 
EXTENDED C0PY^^> K^LfcrV^^^^li 

[01 5] 77-f^firWs' hV — ^^r^LTSCSI 
EXTENDED C0PY^> K*g«Lfc7^M*^«!S«J 
YE<nfc<oM*mR-tZ>7 h-e£>5 0 



2 


0 0 0. 


2 0 0 1 hftffttl 


2 


0 0 2 
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10 0 


* h ^-^t7^>^T^ 


2 


2 0 0 




2 


2 10 


y- K/7>r h^s^g 


2 


2 11, 


2 2 12 


2 


2 13 




2 


2 1 4 




2 


2 2 0 




2 


2 2 1 


LUN- WWNT^ir^pJ^tS^ 


2 


2 2 2 


WWN~S I D*tfStf« 


2 


2 3 0 


EXTENDED COPY %±m^& 


2 


2 3 1 


EXTENDED COPY T*-*xm»^& 


2 


2 4 0 




2 


3 0 0 




2 


401-2412, 2420 KiS^'M 7 


2 


5 0 0 




2 


6 0 0 


I /O^y v y—z 


2 


6 10 


I /o/<* 


2 


7 0 0 
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Byte\ 



_9 

10 

11 _ 

12 

13 

14 

16 



2 1 



OPERATION CODE (S3h) 



RESERVED 



RESERVED 



RESERVED 



RESERVED 



RESERVED 



RESERVED 



RESERVED 



RESERVED 



PARAMETER LIST LENGTH 



CONTROL 



-3200 



DESCRIPTOR TYPE CODE (EOh) 



PERIPHERAL DEVICE TYPE 



RESERVED 



LOGICAL UNIT NUMBER 
(UJN) 



WOULD WIPE NAME 



Device type *peofic parameter* 
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WWN-A 
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It 
is 



[134] 



LIST CDENTIFIERPJ^h ID) .^4100 



STB NRCH Reserved 



TARGET DESCRIPTOR LIST LEKOTH(n-L5) ^200 



SEGMENT DISCRUTOR LIST LENGTH (cvn) 



/MOO 

INLINE DATA LENGTH / 



Tariet dm rip tor 0 



Tatprtdftacriptor x 



Sugmenlctvwriptar 0 

Htif*^r«7VxM^* o) 



Segment. dcna-ip 4 ^ J 



[EI7] 



[09] 





7 




S 


4 


3 


2 


1 


0 


28 


R*e«rved 


PAD 




29 
30 


DISH BLOCK LENGTH 




31 







' 1 • 


5 


< • 


2 


1 


0 


28 




Reserved 


PAD 


ReearvCid 


FIXED 


29 


STREAM BLOCK LENGTH 


30 


?1 





^^900P ^^9100 ^^9200 ^^9300 ^^940 0 

| SOF | -PL — | 5=-»^-r-;J~ | CRC j SOP j 
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[El 1 0] 



Bit 



DESCHJPTOE TYPE CODE COOfe. Olh. OBh.nr. OCfa) 



DESCRIPTOR LENGTH 00L4h> 



I CAT 



SOURCE TARGET DESCRIPTOR INDEX^boq 



DESTINATION TARGET DESCRIPTOR INDEX _^oo 



STREAM DEVICE TRANSFER LENGTH /8500 
<aHJ-£.?'<-r*'Whft<ByU)) X 



BLOCK DEVICE NUMBER OF BLOCKS ^ BmQ 



BLOCK DEVICE LOGICAL BLOCK ADD: 
tLBAj 



y»000 ySTOO 




|SQF I 



"^-^^ Bit 


SI -24 


23 IB 


16-B 7-0 


a 


H_CTL 


D_ID " 


l 


CS_CTL 


S_ID 


4 


TYPE 


F_CTL 


1 


SEQJD 


DFjCTL 


SBQ_CTL 


4 


OXJD 


RXJD 
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PARAMETER 



-10100 
10200 



1 1] 
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s_rb 




FFFFOl 


0123456789ABCDEF 


FFFFD2 


€ 123456789ABCDEE 


FFFF03 


01234*S7B&ABCPED 
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1221 Ov 122Z& 
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■ 1&3456 



Porl WWN: li345H7B90ABCDEF 



0 I2345H789ABC D Bg 



03aAJ«7e&ABCIIEE 
0IZ34&B78BABCflBD~ 
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[ HWr qaanJC-Ji^A'j&gg | — 44000 

-13100 + 

I FVber Ch&pg»lCD3L, — -Aro^r— »ff4§ | — 1*TID 

— . OPERATION 0Onst»Mh^— 

. — .14030 



-13200 



\3U 



■ > /14C5C 



r 1 



Li4oee 

f 14ftf»0 



' t 



y*A97»;sifl:(Dij<p«a«>» 




/14210 
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Fiber Channel i 



QTU^-^fiHH [ — 15QDO 



■ -OTSJfiA^ON CODflj^a3k-P- 



i .ft- 



IE 



? 1 



1 1^1 S090 

Hm^Jr di'Jl 

— 1 .^i^TX/aar — ~ — ■* °~ 

in . 



_r. ^131 7W 

T --1B180 

! i*k 



— — j£gJ5L»<3i ~h 



/IG230 



02)%w# mm mfc (72)^p^# ran a^vs 

(72)38W# Pa+t F^-A(##) 5B017 AA03 BA06 BB06 CA07 CA16 

W^JIim/hPaJSffTHll?#2880S* flc5£^ 5B065 BA01 PA04 PA12 

fiPiKft^ h U'-v 5 *^^ 5B082 DE03 EA11 
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